"Authentication failed due to insufficient credentials"

This message is most frequently seen when trying to access EBSCO databases (Auto Repair, Health Source, Business Source Elite, Newspaper Source, Masterfile Premiere, Primary Search, Middle Search Plus, ERIC, EBSCO Animals).
If you receive the message "Authentication failed due to insufficient credentials" when trying to access EBSCO databases be sure you are using a valid library card barcode number.  The 14 digit library card number should be typed with no spaces.
If you have confirmed your library card number is valid and has been typed correctly, this message is likely caused by software running on your computer that's interfering with the authentication process. It can be caused by cookie-blockers, firewalls or pop-up blockers. An example would be Norton's Internet Security software. You should temporarily disable this software and try to connect to the database again. 

Macintosh (Apple) users may get error messages like 'Authentication failed due to insufficient credentials' when accessing an EBSCO database with a non-compatible browser.

· Use the text-only version of EBSCOhost that is listed on the main list of databases in Maine InfoNet. 

· Upgrade the browser you are trying to use. 

· Try a different browser: Internet Explorer, Netscape, Mozilla, Safari (Mac only), Opera, etc. 

Technical note explanation:  

Normally, when you browse the internet and you click a link on a webpage (let's call it Site A) that leads to a different webpage (Site B), your computer sends certain information to site B. Most of it is information that Site B needs in order to fulfill your request for a page, but one piece is more informational: the "HTTP referrer header". When you click a link from Site A to Site B, the HTTP referrer header provides the address of Site A to Site B, where it is typically kept as part of a large archive of information about page accesses. Web administrators will sometimes analyze these archives -- "server logs" -- to learn more about how people are finding and using their sites.

However, some users are concerned about the privacy implications of this information transfer. The risks are quite limited -- the "referrer header" only includes a single URL of the page you were on just a moment before, and it is only sent if you click a link from Site A to Site B (that is, If you are looking at Site A and select a bookmark or enter a URL to reach Site B, no referrer header is sent). However, because of the perception of privacy concerns, several popular personal internet security software products include features that block the "HTTP referrer header" by default -- that is, automatically upon installation and until configured otherwise. 

Resolution:

Below please find a list of products that we know can interfere with database access. Please click the appropriate product name for more details on correcting the problem.

· Computer Associates eTrust EZ Firewall 

· Computer Associates EZ Armor Security Suite 

· Norton Internet Security 

· Norton Personal Firewall 

· ZoneAlarm Pro 
Technical Help for Norton Internet Security or Norton Personal Firewall:
It is not necessary to disable Norton Internet Security or Norton Personal Firewall to access the library databases. 

We must, however, make a configuration change to disable the specific component that causes problems -- the "Privacy Control" component. Please follow these instructions:

1. From your Start Menu, choose Programs, then Norton Internet Security or Norton Personal Firewall to open the program. 

2. In the center section of the NIS or NPF window, you should see a list of components, each one with an icon that indicates if that feature is turned on or off. From this list, click on "Privacy Control," a little below the center of the window. 

3. A blue area should then show at the right side of the window, with two yellow buttons: "Turn Off" and "Configure". 

·  If you wish to disable Privacy Control completely, simply click the "Turn Off" button. 

4. Close NIS or NPF and try accessing the databases again. 

